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1.

Risk Management Guidelines

The Risk Management Guidelines, together with the Risk Management Policy, form the City
of Fremantle Risk Management Framework.

A guide to identifying, assessing and reporting risk
Most people inherently manage risk without realizing it. Good risk management practice
involves a systematic approach. Keeping records ensures the risk management measures
put in place are considered, reasonable, planned and reviewed.

Risk Identification
What is a risk? Risk is the “effect of uncertainty on objectives” and an effect is a positive or
negative deviation from what is expected.
The identification of risks will form part of the City’s strategic and business planning process.
Risks are identified and managed in our everyday business activities.
The following table is a general guide assisting the identification and management of risk.
Business units belonging to the same Directorates will have common risks that only need to
be captured once at the highest level. Risks are escalated in accordance with the Risk
Management Framework requirements in Table 5 (attached).
Risk Category

Compliance/Governance

Description / examples
















State and legislative and policy requirements
Governance instruments / delegations
Committees, Council and formal governance bodies
Conduct / Values
Fraud, Corruption and Misconduct Prevention
Critical Incident Management
Strategic and business planning
Resource management
Performance reporting
Intellectual Property
Document Management
Legislative compliance
Regulatory compliance
Contractual liability
Public liability
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Risk Category

Description / examples




Environment

Financial

Occupational Safety and
Health/Staff

Organisational change





Waste management
Safety and protection of public health
Water quality – management of recreational and
water supply
Environmental management
Planning decisions involving appropriate land use
Emergency and disaster management – appropriate
and effective decisions









Financial planning / forecasting
Financial management
Financial performance
Financial reporting
Funding/grants/financial assistance allocations
Budgeting (recurrent and capital)
Expenditure














Staff wellbeing / health and safety / OHS
Staff training and development
Attraction and retention
Recruitment
Staff behaviour / conduct
Ageing workforce
Loss of corporate knowledge
Trends in workforce mobility, skills, retention
Workforce planning and flexibility
Structural changes (internal)
Structural changes
Increased state presence (e.g. LG Structural
Reform)
Growth in responsibility
Move towards commercialisation / profit retention
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Risk Category

Description / examples
Applies to digital and hard copy information

























Proper and adequate records (including emails)
Authenticity, integrity, reliability and useability for
digital records
Security and access control
Preservation and conservation
Confidentiality and privacy protection
Retention and disposal
Management and transfer of state archives
Legislative requirements pertaining to corporate
information (compliance and education)
Information access and sharing
Sanitizing of hard discs and magnetic media
Outsourced functions (contracts/arrangements)
Service delivery
Service support
Performance
Availability
Capacity and storage
Security, use and access control
Adoption and integration (cultural and technical)
Change and upgrade
Incident management and disaster recovery
Missed opportunities (marketplace)
Expectation management
Building / site management
Accommodation
Security / threats of terrorism
Facilities
Utilities (water, electricity etc.)
Assets (IT and non-IT)
Fleet management







Provision of legal and policy advice
Media management
Corporate communication
Misconduct / investigation
Web-based records of advice








Corporate information
management

Service Interruption

Property/Infrastructure

Reputation/Brand
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Risk Category

Description / examples

Projects





Product development / project management
Product lifecycle management
Pricing







Customers
Suppliers
Community / public
Industry
Ministerial / other local governments

Community/Ratepayers and
stakeholders

Once a potential risk has been identified the following methodology should be applied:

Risk Analysis
This is the process of considering the consequences and likelihood of a particular risk
scenario to determine the “Level of Risk”, using the Risk Reference Tables (attached)
developed as part of the CoF Risk Management Framework.
Consequence Rating (Table 1)
A risk that eventuates may impact on CoF in a number of different areas, to a greater or
lesser extent. When analysing the consequences of a risk event, you need to consider the
level of impact (1 to 5) in relation to each of the consequence categories defined in the
Consequence Rating Table. For example, a risk may have an impact of 5 for Financial Loss
and 4 for Reputation and Image and little or no impact in the other areas. Both ratings may be
recorded, as this demonstrates that your consideration of the risk has been thorough. When
selecting the consequence rating, this must be done taking into account the existing controls
for the particular risk.
Likelihood Rating (Table 2)
This describes how likely it is that a risk will eventuate with the defined consequences.
Likelihood can be defined in terms of probability or frequency, depending on what is most
convenient for the Business Unit or Directorate.
Hints:



When you are rating the likelihood of a risk, ask yourself “How likely is it for this risk to
occur, given the existing controls, to the level of consequence identified.



Past experience is an important guide to likelihood, but do not fall into the trap of
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thinking it is the only guide. There may be internal or external factors that may
increase or decrease the likelihood of such an event occurring in the future.
Calculating the Level of Risk (Table 3)
The Level of Risk, or Risk Rating, is calculated by multiplying the consequence and likelihood
ratings. For any risk, there may be a number of different consequence/ likelihood scenarios.
Within each category there may be multiple scenarios ranging from “minor but likely” to
“catastrophic but rare”. It is important to rate what is the realistic worst-case scenario, which
is the worst-case level of risk considering both consequences and likelihood. In these
instances, it may be appropriate to rate the same consequence category more than once.
Where there are multiple ratings for a risk, the highest combination of consequence/likelihood
is taken as the level of risk.
Existing Controls (Table 4)
Controls are the measures that are currently in place i.e. at the time of the risk assessment,
that reduce the consequences and/or likelihood of the risk. All controls are looked at as a
whole in terms of their adequacy in managing the risk. The adequacy of the controls is
assessed on a common sense, qualitative basis. This can be viewed as a reasonableness
test: are you doing what is reasonable under the circumstances to manage i.e. prevent or
minimise the risk? The recommended rating scale is as follows:
Excellent − Doing more than what a reasonable person would be expected to do in the
circumstances.
Adequate − Doing only what is a reasonable person would be expected to do in the
circumstances.
Inadequate − Doing less than what a reasonable person would be expected to do in the
circumstances
If it is reasonably foreseeable that a risk may impact on the Business Unit or Directorate,
then you should ensure controls are in place to manage the risk. These controls should be in
line with what a reasonable person would do to avoid the unwanted effects of the risk. To
assist in determining what is reasonable, the following should be considered;

1. The likelihood of the unwanted consequence/s occurring if no action was taken
2. The likely severity of the consequence
3. The availability, suitability and cost (financial and other) associated with
implementing the control

4. The overall need to engage in a risk creating activity
5. The extent of knowledge about the risk, its elimination or mitigation
Risk Evaluation
Once the Level of Risk has been determined, the next step is to evaluate the risk and see
where the risk fits against the Business Unit or Directorate overall risk criteria. Table 5 gives
guidance as to the acceptability of the risk and who is responsible for the acceptance
decision for that risk.
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Risk Ownership & Risk Decision (Table 5)
Each risk that is identified needs to be allocated a Risk Owner. This is the person
responsible for managing the risk, and is usually the person who is directly responsible for
the strategy, activity or function that relates to the risk.
Some of the key responsibilities of the Risk Owner include:



Sign-off on acceptance of the risk



Responsible for the regular review of the risk



Responsible for the regular reporting on the risk



Monitoring of controls



Monitoring/implementation of any risk treatments

Assigning risk ownership ensures a specific person is responsible and accountable for a
particular risk. It is impractical and ineffective for risk ownership to be assigned to a body,
such as a Business Unit or committee.
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Table 1- Risk Reference Consequence Rating

Risk Category

Catastrophic

Major

Moderate

Minor

Insignificant

Compliance

Non-compliance
results in litigation,
criminal charges or
significant damages or
penalties
Uncontained
irreversible impact

Non-compliance results in
termination of services or
imposed penalties

Short term non-compliance
but with significant
regulatory requirements
imposed.

Short term noncompliance but with no
significant regulatory
requirements imposed

Some temporary
non compliance

Uncontained, reversible impact
managed by coordinated
response from external agencies

Contained, reversible
impact managed by
external agencies

Combined, reversible
impact managed by
internal response

Financial Impact

More than $4M

$1M - $4M

$100,000 - $1M

$10,000 - $100,000

Health (Physical
Injuries)

Fatality, permanent
disability

Project – Cost

Exceeds project
budget by 20%
Failure to meet project
objectives / project
outcomes negatively
affecting the
community or the or
the environment /
public embarrassment,
third party actions
Exceeds deadline by
25% of project timeline

Major injury or health effect / lost
time injury / serious or extensive
injury / multiple injuries
Exceeds project budget by 15%
Project goals, deliverables, costs
and / or deadline failures /
projects no longer aligned with the
project stakeholder intervention in
project

Moderate injury or health
effect / medical type
treatment
Exceeds project budget by
7.5%
Scope creep requiring,
additional work, time and
resources or short cuts
being taken / stakeholder
concerns

Minor injury or health
effect / first aid
treatment
Exceeds project budget
by 5%
Scope creep requiring
additional work, time or
resources / reduced
perception of quality by
stakeholders

Contained,
reversible impact
managed by on
site response
Less than
$10,000
Negligible injuries

Exceeds deadline by >20% of
project timeline

Exceeds deadline by >15%
of project timeline

Exceeds deadline by
>10% of project timeline

Environment

Project – Scope
and Quality

Project – Time

Exceeds project
budget by 2%
Minor variations
to project scope
or quality

Exceeds deadline
by >5% of project
timeline

Risk Category
Physical Assets

Reputation/Brand

Service
Interruption

Catastrophic

Major

Extensive damage
requiring
prolonged period
of restitution /
complete loss of
plant, equipment
and building
Substantiated,
public
embarrassment,
very high multiple
impacts, high
widespread
multiple news
profile, third party
actions
Indeterminate
prolonged
interruption of
services – nonperformance
> 1 month

Moderate

Minor

Insignificant

Significant damage requiring
internal and external
resources to rectify

Localised damage
requiring external
resources to rectify

Localised damage
rectified by routine
internal procedures

Inconsequenti
al damage

Substantiated, public
embarrassment, high impact,
high news profile, third party
actions

Substantiated, public
embarrassment,
moderate impact,
moderate news profile

Substantiated, low
impact, low news
item

Unsubstantiat
ed, low
impact, low
profile or ‘no
news’ item

Prolonged interruption of
services – additional
resources; performance
affected
< 1 month

Medium term
temporary interruption
– backlog cleared by
additional resources

Short term
temporary
interruption –
backlog cleared < 1
day

Short term
temporary
interruption –
backlog
cleared < 4
hours
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< 1 week

Table Two - Likelihood Rating
The term ‘likelihood’ refers to the probability or frequency of an event occurring. It is a subjective rating but can, in many
instances, be informed by past events, environmental scans and a thorough understanding of business operations. It is
therefore important that experienced individuals, as well as those with specialist knowledge, are involved in the risk analysis
process.

Level Descriptor Detail Description

Probability

1

Rare

Possible but not expected to occur during life
cycle of the activity or lifetime of the
<5% probability
equipment

2

Unlikely

Possible it may occur once during the life
cycle of the activity or life of the equipment

Possible
5-10%
probability

3

Moderate

The event may occur slightly more than
twice during the life cycle of the activity or
the life of the equipment

10-25%

4

Likely

This event may occur frequently during the
life cycle of the activity or during the life of
the equipment

25-50%
probability

5

Almost
Certain

Expected to occur routinely during the life
cycle of the activity or during the lifetime of
the equipment

>50%
probability
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Table Three - Level of Risk
The Level of Risk is calculated by multiplying the consequence and likelihood ratings. For any risk there may be a number of
different likelihood/consequence scenarios across, and within, the different risk categories, ranging in severity. It is important
to rate the realistic worst-case scenario and, where there are multiple ratings for a risk, the highest multiple must be selected
as the final rating.
Likelihood
Consequence

1

2

3

4

5

Rare

Unlikely

Moderate

Likely

Almost Certain

1

Insignificant

1

2

3

4

5

2

Minor

2

4

6

8

10

3

Moderate

3

6

9

12

15

4

Major

4

8

12

16

20

5

Catastrophic

5

10

15

20

25

LEVEL OF RISK – DESCRIPTOR
Low
1-4

Moderate

Substantial

High

Extreme

5-8

9-12

12-19

20 - 25
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Table Four - Determine Control Rating
Controls must be assessed to determine what risk management efforts are needed to achieve desired mitigation level – i.e.
that the controls are operating as intended.
When assessing controls the following should be considered:
 Is the control relevant?
 Is the control documented?
 Is the control in use?
 Is the control current / up to date?
 Is the control effective?
Level

E

Descriptor

Description

Excellent

Doing more than
what is reasonable
under the
circumstances

Detail
Controls fully in place and subject to continuous maintenance and
monitoring
Protection systems are in place and continuously reviewed
Procedures are in place and regularly tested and reviewed
Controls are in place and subject to periodic maintenance and
monitoring

A

Doing what is
Adequate/Satisfactory reasonable under
the circumstances

Protection systems are in place and are periodically reviewed
Procedures exist only for given circumstances and are periodically
tested and reviewed

Page 13 of 19
Once printed this document becomes uncontrolled. Refer to electronic copy for controlled copy.

I

Not doing some or
all of the things that
would be
reasonable under
the circumstances

Inadequate

Little or no action being taken
No protection systems exist or they have not been reviewed for
some time
No formalised procedures exist

Table Five - Determine Risk Acceptance and Ownership
Once the Assessed Level of Risk has been determined and a Control Rating allocated, it is necessary to evaluate the risk by
comparison to the ‘Criteria for Acceptance of Risk’ contained within Table 5 below. The Table gives guidance as to the
acceptability of the risk.
Level of Risk

Criteria for Acceptance of Risk

Authorised to accept

Low

Acceptable

Acceptable with satisfactory controls

Staff

Moderate

Acceptable

Acceptable with satisfactory controls

Manager

Substantial

Monitor

Acceptable with satisfactory controls

Director

High

Management Action
Required

Only acceptable with satisfactory controls CEO

Extreme

Urgent Management
Action Required

Only acceptable with excellent controls
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Council

Table Six – Risk Assessment Table/Risk Register
Directorate/Business Unit

Risk Register ID

Date of Risk Assessment

Risk Category

Risk Owner

Assessment Conducted By

Establish the Context
Directorate
State the
relevant
objective the
risk relates to
(e.g. strategic,
business,
project)
Business
objective:

Service
List internal and
external factors
that influence this
risk in relation to
objectives

Risk Description
Risk

Effectiveness of Controls

Description

Where the risk
originates (e.g.
regulatory
requirements,
political changes)

Something might occur which
{Cause(s)} the {Event} that leads
to an {Impact/Consequence(s)}

Cause

Event

Impact

Current
Control(s)
Such as a process,
policy, practice,
device

Analysis
Mitigation Action

Control Rating

Risk Rating

Refer to control
Use likelihood and
effectiveness rating consequence table
and risk matrix. Rate
the risk based on the
current controls and
their effectiveness
Rating = Likelihood x
Consequence

Based on the outcomes of the risk
analysis, risk evaluation assists in
deciding which risks need treatment
and the priority for treatment
implementation.

Risk evaluation involves comparing the
level of risk found during the analysis
process with risk criteria established
when the context was considered.
Based on this comparison, the need for
treatment can be considered. Options for
treatment may include:
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Avoidance of risk
Pursuing risk
Removing risk source
Changing likelihood
Changing consequence
Sharing risk with another party
Retaining the risk

2.

Integration with other systems and processes

Risk management is factored into business planning, performance management,
procurement, contracts management, event management, audit, business continuity
management and project management.

3.

Risk Register

The risk register is submitted to the Audit and Risk Committee for review. Table 6 represents a
multi- functional form that assists in assessing and rating risk. The form can also be used as a
risk register.

Table Seven – Risk Register (Examples)
RISK REGISTER
RISK
NO.

RISK
DESCRIPTION
(Event, Causes,
Impacts)

RELATED
OBJECTIVES
(e.g.
business,
strategic,
project)

DATE RISK ADDED
(MM/DD/YYYY)

DATE RISK AND
CONTROLS LAST
ASSESSED
(MM/DD/YYYY)

CONTROLS
(What is in
place to prevent, detect and
manage risk?)

1

Failure to
respond to
incident
reporting
within the 10
day requisite
time frame

Operational

01/01/17

30/6/16

-

2

IT systems
fail to
support the
needs of the
City as
technology
advances

Operational

01/01/17

30/06/16

-

-

CONTROL EFFECTIVENESS
RATING excellent,
adequate/satisfactory,
inadequate

LIKELIHOOD OF
RISK SCORE (15)

CONSEQUENCE
OF RISK SCORE
(1-5)

RESIDUAL
RISK
RATING
(Very
high,
high,
medium,
low)

CHANGE IN
RISK
RATING
(Improving,
No Change,
Getting
Worse)

RISK
OWNER
(Job Title)

CRM system
Tech One
Training
Escalations

excellent

Compliance
3

3

9
High

NA

Director
City
Business

Business
planning
activities
Increased IT
Budget
Trained and
experienced
IT team

adequate

Service
Interruption
2

4

8
High

NA

Director
City
Business

RISK
TREATMENT/S
(accept, avoid,
reduce, share risk
source, change
likelihood, change
consequence)

STATUS OF
TREATMENT
PLAN (not
commenced,
in progress,
completed)

4.

Risk Reporting

Table Eight – Risk Identification Flow Chart

5.

References and related documents
Associated policies

Risk Management Policy

References /statutory
references

AS/NZS ISO 31000:2009 – Risk management - Principles and
guidelines (20 November, 2009)

Attachments
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