CITY OF @

Fremantle

Hon. Hannah Beazley BA MLA
Minister for Local Government;
Disability Services; Volunteering;
Youth; Gascoyne

Government of Western Australia
Dumas House, 2 Havelock Street
WA 6005

22 December 2025

Dear Minister Beazley,

Office of the Auditor General Information Systems Audit - Report on
Matters Identified as Significant

The Office of the Auditor General has undertaken its annual information systems audit
for the City of Fremantle.

This audit was concluded, and results of the audit have been provided to the City. In
accordance with section 7.12A of the Local Government Act 1995, audited local
government entities should prepare a report on any matters identified as significant to
them and provide the report to the Minister for Local Government.

The City received seven new findings as part of the audit, one of which was considered
by the OAG to be significant. As such please see a report to follow on the one significant
matter identified as part of the audit.

Yours Sincerely,

(72 Fn

Glen Dougall

Chief Executive Officer
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Office of the Auditor General Information Systems Audit - Report on
Matters Identified as Significant

The City of Fremantle received seven findings, one of which was considered by the OAG
to be significant. The findings received are outlined in the table below.

Index of findings Potential Rating Prior
impact on year
audit finding
opinion
Significant | Moderate | Minor

1. Access management v

2. Network security v

3. Privileged access v

management

4. Mulnerability management v

5. Endpoint security v

6. Change management v

7. Datacentre maintenance v

The OAG provided a recommendation in relation to the one significant finding received.

Information contained in the recommendation relates to the security of the City’s
information systems and therefore has been provided as a separate confidential
attachment to this letter.

Upon conclusion of the audit, the significant finding and the City’s approach to
addressing the finding were reported the City’s Audit, Risk & Improvement Committee
(ARIC) on the 15t December 2025. They were then subsequently reported to the City’s
Ordinary Meeting of Council on the 10t December 2025.

At the meeting Council resolved the following in relation to the Information Systems
Audit:

e Receive the Information Systems Audit Management Letter as issued by the
Office of the Auditor General for year ending 30 June 2025.

e Receive the Auditors report outlining the significant matter raised as part of
general computer controls audit and note a copy of the report will be provided to
the Minister in accordance with section 7.12A of the Local Government Act 1995.
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Action taken to address significant finding

Further information in relation to the actions undertaken by the City to address the
significant finding has been provided in the separate confidential attachment to this
letter.

This report, along with the previously mentioned reports to Council are now available
publicly on the City’s website. The confidential attachment to this letter has not been
made available publicly due to it relating to the security of the City’s information
systems.

The Council report, minutes and associated documents can be found at the link below.

Agenda and Minutes — Audit, Risk and Improvement Committee 1 December 2025

Agenda and Minutes — Ordinary Meeting of Council 10 December 2025
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https://www.fremantle.wa.gov.au/wp-content/uploads/2025/12/Minutes-Audit-Risk-and-Improvement-Committee-1-December-2025.pdf
https://www.fremantle.wa.gov.au/wp-content/uploads/2025/12/Minutes-Ordinary-Meeting-of-Council-10-December-2025.pdf

